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RSM has assisted numerous companies with enterprise risk management (ERM) and the initial 
own risk and solvency assessment (ORSA) filings with state regulators in the last two years. We 
have helped our clients leverage their existing tools and processes to efficiently build out their ERM 
programs, including risk assessments, risk prioritization, and the stress test and reporting elements 
as required by ORSA. This white paper provides an overview of ERM and the associated report on 
a company’s ORSA process, as required by U.S. insurance regulations. We’ll review the three ORSA 
report sections required under the National Association of Insurance Commissioners (NAIC) ORSA 
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Model Act, and the content that is expected to be presented in each section. The ORSA process 
offers benefits beyond just compliance. When fully developed, a strong ORSA process will directly 
link ERM into the strategic and financial planning process of the organization, and allow for more 
informed decision-making by management as it attempts to optimize the balance between risk and 
reward. And, although not required for all insurers, regulators and rating agencies will consider ORSA 
a business discipline that mitigates risk and improves business performance.

ORSA overview

ORSA is divided into three sections. Section one describes the risk management framework of 
your organization. This description should address items such as risk culture and governance, 
risk appetite, tolerance and limits, and risk reporting and communication. A fully developed ERM 
program can produce the necessary information to complete this section. Insurance regulators 
understand ERM is a process of continuous improvement. One of the goals of ORSA was to require 
large insurance companies to commit to ERM. The NAIC continues to update its guidance to state 
regulators on what to expect and look for in section one of ORSA. Companies should demonstrate 
their commitment to continuous improvement in each year’s filing.

Section two documents your assessment of risk in stressed and normal conditions. Qualitative 
and quantitative assessments are made in both normal and stressed environments. The goal of 
section two is to provide detailed information regarding the process the organization uses to identify, 
quantify, prioritize, monitor and mitigate key risk exposures, as well as the results of that process: 
namely the organization’s top risks. Examples of material risk categories could include credit, liquidity, 
reserving, underwriting and operational risk. The regulatory requirements indicate that such risk 
identification and quantification include consideration of expected performance as well as results 
under multirisk stress scenarios, and current as well as emerging risks. This is a significant and 
difficult requirement, as many companies with mature ERM processes have not fully addressed 
how stress scenarios could affect financial performance. In particular, many organizations only look 
at some basic metrics, such as capital under stress, and do not consider items that may be more 
difficult to stress, such as liquidity risk, operational risk and reputational risk. Industry expertise 
combined with good ERM methodology is needed to effectively support section two of ORSA.

Section three requires a self-assessment of solvency under both normal and stressed conditions at 
the group level. This section requires a projection, which is typically done in a two- to five-year time 
horizon (consistent with the company’s business planning horizon), using information from sections 
one and two. This section’s goal is to determine if the organization’s current and future capital and 
liquidity are sufficient, under normal and stressed scenarios, to support the business’s ongoing 
operations, including planned initiatives (new business, risk mitigation strategies, mergers and 
acquisitions). Should your company’s capital or liquidity fall below required levels under stress, you 
should address, in this section, how you plan to remedy that shortfall going forward. ORSA reporting 
has helped companies view their future under normal and stress conditions. The more mature 
ORSAs effectively integrate risk into business strategy and planning, such that the results of the risk 
analysis drive changes in the company’s strategic objectives and actions. 

ORSA: Section one

When most people think of big company failures, they often think that the systemic cause of that 
failure had to do with the company not managing financial risk. Certainly, the headlines over the past 
several years bear this out. Because of this, and the focus on such things as the Sarbanes-Oxley Act 
of 2002, many companies focus principally on financial risks. This has led many to have extensive 
controls in place to identify and mitigate this risk category. However, in reality, the leading cause 
of losses over the last 10 years for companies that had lost more than 50 percent of their market 
capitalization was actually more related to strategic issues, not financial. Thus, having a robust ERM 
process tied to your company’s strategy is an important element in establishing and maintaining 
strong financial results.

In addition, consider the following factors regarding your ERM strategy. Change often occurs faster 
than our capacity to manage it. Most companies adopt an approach to periodically identify risk, 
but often fail to account for changes, either internal or external, that result in emerging risks which 
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are identified too late. The question to ask yourself is: “What mechanisms does my company have 
in place to operate in real time to identify these emerging risks?” Also, consider that the legacy 
processes within a company and the existing structure are difficult to undo. Often, because of this 
legacy and history, there are multiple cultures within an organization due to acquisitions or disparate 
operations related to geographical or functional dispersion. An ERM approach that consistently 
consolidates strategic, financial, operational and risk information across these organizational 
complexities is critical.

Your ERM framework

You may follow a widely accepted ERM framework such as COSO ERM or ISO-31000 or have 
taken components of a framework to develop your own ERM practices. Now is a great time to 
review those existing practices against the updated COSO ERM framework which was released in 
September 2017. The updated document, Enterprise Risk Management—Integrating with Strategy 
and Performance, highlights the importance of linking risk with strategy setting and driving 
performance with your ERM program. Made up of five components and supported by 20 principles, 
the COSO ERM framework offers guidance for improving existing risk practices. RSM professionals 
are knowledgeable in the updated guidance and expect regulators to follow suit as they continue to 
review insurers’ risk management practices.

As you look to improve your risk practices, it is important that you consider the culture and risk 
maturity of the company. We’ve seen numerous companies struggle to implement or advance 
ERM programs because they either try to do too much early on or do not consider their company’s 
risk culture. When working with companies on advancing risk management programs, we examine 
where a company is and where they want to be from a risk maturity standpoint against key 
components of a framework. This allows us to develop a road map and plan to make incremental 
gains in line with the company’s risk management goals and objectives.

The foundation of a good framework, and the basis of RSM’s ERM process, is a cyclical process that 
is based on specific strategic and business objectives, which then drive the defined risk appetite 
and tolerances that are developed and communicated across the organization. This top-of-house 
risk appetite and tolerance, along with a formal, documented definition and categorization of risks 
by category (often referred to as a risk taxonomy) are used throughout the company to support risk 
identification, measurement and monitoring.

For risks that fall outside of the company’s appetite, risk mitigation actions are taken. Regular 
reporting on current risk exposures, limits, breaches and actions is necessary to enable senior 
management and the board of directors to gain comfort that risk management is appropriately 
keeping the overall risk profile within the defined appetite. In addition, this regular risk information 
feeds back into the company’s strategy and business objectives. Awareness of the overall enterprise 
risk and reward profile may lead to enhancements in strategy and appetite for risk in order to take 
advantage of risk areas that provide a relatively high return.

A strong organizational culture and risk governance framework is also essential to strong ERM. 
Therefore, it is critical to have a robust tone at the top from both management and the board 
of directors, and an infrastructure that allows for two-way communication about risk. It is also 
important to ensure that an appropriate infrastructure is set up to implement the process effectively. 
It should be everyone’s responsibility within an organization’s ERM program to proactively manage 
their risk responsibilities. The process, however, needs to be facilitated by senior-level executives. In 
many organizations, this will be the chief risk officer, but we have also seen a chief financial officer, a 
chief legal counsel or a chief audit executive take on this leadership role.

In most companies, a multidisciplinary senior management group is also established as the risk 
committee. Their key responsibilities include supporting the overall implementation of the process 
and framework throughout the organization, and ensuring that key risks are appropriately addressed 
and communicated. The more collaborative this group is, the better the chance that key risks will be 
well understood and contextualized across the company. The chief risk officer, or other owner within 
the organization, along with the internal risk committee, will then drive the requirements of the key 
governance components, such as ensuring risk management policies exist along with systematic 
training and education, as well as linking performance and compensation requirements. Finally, 
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this group is typically responsible for developing the communication strategy for each of the key 
stakeholder groups, including the board and audit committee.

The following diagram to the right illustrates the ERM 
framework and supporting cyclical process.

A strong and developed ERM forms the foundation 
for an effective ORSA process. They are inextricably 
related, which we’ll learn more about in our next 
section.

Another core component of section one of ORSA 
is a discussion of the company’s risk appetite. 
The following are definitions of risk appetite, 
risk tolerance and risk limits from the Risk and 
Insurance Management Society and the American 
Academy of Actuaries:

 • Risk appetite is the total exposed amount that an 
organization wishes to undertake on the basis of risk- 
return trade-offs for one or more desired and expected outcomes.

 • Risk tolerance is the amount of uncertainty an organization is prepared to accept in total 
or more narrowly within a certain business unit, a particular risk category or for a specific 
initiative.

 • Risk limit is a threshold used to monitor the actual risk exposure of a specific risk or activity 
unit of the organization to ensure that the level of actual risk remains within the risk 
tolerance.

The definitions above, however, don’t necessarily align across all companies. They are by no means 
a standard. The key is that these risk areas be applied consistently within an organization. Another 
key consideration is establishing a risk appetite that is directly linked to the organization’s strategic 
objectives. From there, you can set risk tolerances, risk limits, monitor exposures relative to those 
limits, and then take action so that you can continue to keep those risk exposures within your overall 
appetite. Financial strength typically would be one component of risk appetite, but depending on 
the company’s strategic objectives, there may be others, such as operational excellence, brand 
recognition and customer service.

ORSA: Section two

Section two of ORSA requires identifying and quantifying key risk exposures at the enterprise level. 
As noted above, this is a difficult process for many companies familiar with ERM. However, without 
a robust approach to determine the likelihood and severity of various risk exposures, it becomes 
challenging to prioritize risks and focus limited resources on those that are most likely to occur 
and have a significant adverse impact. RSM is able to help companies effectively use their ERM 
foundation to view risk in financial terms under normal and stressed conditions. Stress testing is a 
common approach for quantifying risks; however, many organizations have historically done this 
on an ad hoc basis. For successful risk quantification at the enterprise level, a defined approach to 
conducting stress tests is needed so that individual risk exposures in various businesses can be 
aggregated in a consistent way. 

In addition, it is important to consider both individual risk stresses (for example, a sharp rise in 
interest rates) as well as combined risk stresses (for example, a sharp rise in interest rates combined 
with a negative reputational event driving loss of customers). The standards and approaches to 
estimating risk under stress are evolving and significant judgment is required. Some risks, like 
insurance and investment risks, can be stressed using actuarial methods and models. Other risks, 
like strategic and operational risk, require more judgment to develop and implement stress scenarios. 
The last financial crisis surprised many companies that had well developed ERM processes, because 
they did not include severe enough stresses in their internal assessment of reasonable worst case 
scenarios. We expect most companies to spend years developing risk quantification approaches 
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before the discipline of stressing risk in a consistent, regular way is fully mature. Once in place, the 
process has to improve continuously and address new and emerging risk, such as cyberattacks and 
regulatory change.

A good ORSA will involve assigning each identified risk a likelihood of occurrence, a severity level 
(typically based on expected financial loss), and an assessment of the speed at which those risks 
are expected to hit the company. Those risks with the highest likelihood, severity and speed of 
onset at the enterprise level are assigned risk owners, monitored and subjected to specific risk 
mitigation strategies as appropriate. This set of top risks would also be reported on regularly to 
senior leadership and the board, and included in the ORSA report. A common approach to reporting 
top risk exposures is through the use of a heat map, in which risks are plotted based on frequency, 
severity and, possibly, speed of onset, which enables a quick focus on the most severe risks to the 
enterprise. A sample heat map is shown below:

ORSA requires companies to identify all significant risk exposures, including financial reporting risk 
and prospective risk. Mature ERM processes address both types of risk, but for companies new to 
ERM the tendency is a light focus on prospective risk. Some prospective risks, like cyberattacks 
and reputational risk, may be easy to identify but much harder to stress test. Techniques such as 
back testing the company’s performance under prior stress events and using publicly available 
information about unique risks like cyberattacks are useful approaches. A primary benefit of 
stressing individual risk is improved ability to weigh the cost to mitigate or avoid risk against the 
potential loss. So while the process is difficult, it can lead to better risk management decisions. RSM 
has helped management teams and their boards effectively transition from traditional ERM to the 
stress testing and risk prioritization required by state regulators.  

ORSA: Section three

Next, let’s look at section three of ORSA, which is perhaps the most challenging for companies to 
implement. Section three involves estimating the group capital and liquidity position under both 
normal and stressed conditions, currently and in the future. This stressed view of the future is new to 
many companies. 

It is generally expected that organizations will evaluate capital on more than one basis of accounting. 
For example, a company may be focused on both statutory and and generally accepted accounting 
principles (GAAP) capital, or may also evaluate things like rating agency capital or internally defined 
economic or risk capital. The chart on the next page shows an example of the assessment of 
future solvency and, in this case, it’s over a two-year future period. This is the type of information 
that you might see in section three. In this case, the company is looking at both statutory capital 
and economic capital. The type and amount of capital for the various risk exposures, of course, 
differs between those two, because they are defined differently. The blue line indicates the available 
statutory capital is sufficient to cover the required statutory capital over the two-year projection 
horizon. And, the green line shows the available economic capital is also sufficient to cover required 
economic capital.
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Based on 2015-2016 ORSA filings, regulators have identified that better explanation of how the 
capital metrics used relate to business strategy, information on internal and external capital models, 
and how the prospective solvency assessment relates to business strategy and plans are areas 
requiring attention. Industry and state regulators will continue to develop expertise with section 
three of ORSA.  

The feedback also indicated the importance of describing how the capital metrics change over time. 
So, for example, in the chart above, the bright blue bar, currency risk, is eliminated between 2014 
and 2015. The commentary makes it clear that this is due to sale of the company’s international 
operations.

Liquidity considerations

ORSA requires liquidity analysis at the holding company level as well as the legal entity level, which 
means that, as a company, you look at liquidity in a crisis, including both liquidity needs (regular 
outflows, stressed customer demands, collateral calls, etc.) and your available liquid assets. As noted 
earlier, ORSA requires you to look at your company under a normal and a stressed environment. 
As you can imagine, liquidity under a stressed environment is significantly different than under a 
normal environment. An important consideration is the extent to which assets can be sold to cover 
obligations in a stress scenario. Sources of liquidity in normal times frequently disappear in stressed 
times. Appropriately conservative assumptions are needed regarding the ability to sell assets, the 
amount of realized losses that will occur, and the extent to which contingent liquidity, such as lines of 
credit, will be available.

Insurers tend to focus on capital metrics, and much less on liquidity. Regulators are likely to focus on 
this area as they review ORSA reports.

Other challenges to address

Even if you have a good ERM program, a key challenge in completing the ORSA report is determining 
what to cover. The NAIC has provided some guidance through both the ORSA Guidance Manual and 
feedback from the ORSA pilots and initial ORSA submissions. In general, the amount of information 
should allow a reader to understand the ORSA process and be consistent with executive-level 
communication. The ORSA reports that have been submitted to date have ranged from 10 pages to 
hundreds of pages, so there can be a wide interpretation from companies in terms of what to include. 
Finding the right balance between sufficiency and clarity, without overdoing it, will be a challenge. 
And, for companies that do not have a strong ERM framework and process in place, additional 
challenges will surface.
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As mentioned earlier, ORSA’s section three will provide challenges. Many organizations don’t have 
the capability to do a multiyear forward projection of their available and required capital in a stress 
scenario or in a series of stress scenarios. Developing the ability to do this will take planning and time. 
However, it is an important step to making your ORSA process more mature and beneficial for your 
organization.

While the ORSA process is challenging and complex, a strong ORSA process strategically linked with 
your ERM efforts offers benefits beyond mere compliance. Done correctly, a regularly updated ORSA 
can provide you with an integral tool and resource to better understand how decisions you make 
could ultimately affect the financial health of your business now and for years to come.
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